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Abstract. The main characteristic of the Industry 4.0 concept is the increased intelligence of the 
technologies used. Innovative technologies impose new requirements on products, on production 
processes and, accordingly, on the requirements design methodology. This article discusses the key 
technologies specific to the Industry 4.0 paradigm, their associated key requirements, the impact of these 
requirements on the composition of requirements engineering documentation, and the key business 
analyst skills required to work within the Industry 4.0 concept. The object of the study is the impact of 
the key technologies of Industry 4.0 on the process of forming and changing product requirements. The 
research method is the analysis of the available scientific literature on this issue and the construction of 
a hypothesis on this basis. As a result of the study, key product requirements were identified in terms of 
Internet of Things (IoT) technologies, and the necessary skills for business analysts to work with these 
requirements were formulated.
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Аннотация. Основной характеристикой концепции «Индустрия 4.0» является повышенный 
интеллект используемых технологий. Инновационные технологии предъявляют новые требова-
ния к продукции, к производственным процессам и, соответственно, к методологии проектиро-
вания требований. В этой статье обсуждаются ключевые технологии, характерные для парадиг-
мы Индустрии 4.0, связанные с ними ключевые требования, влияние этих требований на состав 
документации по разработке требований, а также ключевые навыки бизнес-аналитика, необхо-
димые для работы в рамках концепции Индустрии 4.0. Объектом исследования является влияние 
ключевых технологий Индустрии 4.0 на процесс формирования и изменения требований к про-
дукции. Метод исследования заключается в анализе доступной научной литературы по данному 
вопросу и построении на этой основе гипотезы. В результате исследования были определены 
ключевые требования к продукту с точки зрения технологий Интернета вещей (IoT), а также 
сформулированы необходимые навыки бизнес-аналитиков для работы с этими требованиями.
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Introduction
The fourth industrial revolution (Industry 4.0) involves a new approach to production based on the 

massive introduction of information technology into industry, large-scale automation of business pro-
cesses, and the spread of artificial intelligence. Industry 4.0 is based on the Industrial Internet of Things 
(IIoT) and cyber-physical systems - intelligent autonomous systems that use computer algorithms to 
monitor and control physical objects such as machines, robots and vehicles. A further development of 
the paradigm is the involvement of the end consumer in the process of developing new products, form-
ing requirements for them, i.e. a certain level of customization of production. Accordingly, the process 
of developing product requirements and the overall approach to change management is changing. The 
purpose of this article is to identify how the key technologies of industry 4.0 are changing the process of 
creation and subsequent operation of requirement engineering (RE).

Literature Review
There are nine fundamental technologies (autonomous robots, simulation/digital twins, horizon-

tal and vertical systems integration, industrial Internet of Things, cloud computing, additive manu-
facturing, big data and artificial intelligence analytics, cybersecurity, augmented reality) in Industry 
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4.0 (Thames and Schaefer, 2016). Their unification into one coherent system will allow to develop the 
concept of Industry 4.0 and ensure a new level of production efficiency, uniting partners in a common 
value chain and implementation of innovative business models (Roblek et al., 2016).

Industry 4.0 makes processes faster, more flexible and more efficient, which ultimately increases a 
company's competitiveness (Mohamed, 2018). The data obtained from the IoT sensor system and other 
sources and the subsequent analytics of the received data are used for decision support and thus directly 
affect the requirements engineering process. The applied technologies make it possible to speed up pro-
totyping, increase flexibility, and introduce equipment that will adjust its parameters (Russmann et al., 
2015). In a broad sense, Industry 4.0 characterizes the current trend in the development of automation 
and data exchange, which includes cyber-physical systems, the Internet of Things and cloud computing. 
It represents a new level of organization of production and management of the value chain throughout 
the entire life cycle of manufactured products (Rossini et al., 2021).

The concept of Industry 4.0 affects consumer perception of innovative products, quality, variety and 
speed of delivery. To increase the value of the product, the Product Service-System (PSS) is being im-
plemented, self-learning algorithms and intelligent decision support systems are used. Cybernetic sys-
tems such as Product-Service System (PSS) and Cyber-Physical Systems (CPSs) are based on the use 
of information and communication technologies in the implementation of business models. All this 
makes it possible to reduce uncertainty, increase work efficiency, and timely detect bottlenecks (Zheng 
et al., 2018). The result is intelligent manufacturing, allowing many new features to be added to exist-
ing products. Customers have the opportunity to order a product with their own design, change their 
requirements and, as a result, receive a unique and relevant product in real time (Chawla et al., 2020).

The success of Industry 4.0 depends solely on engineering that can combine existing technological 
and digital solutions into a single complex, into what is called “cyber-physical systems”. Industry 4.0 is 
a challenge primarily for companies operating in the field of industrial engineering (Sony, 2020).

The main competitive advantages of Industry 4.0 are associated with the exclusion of the human 
factor as the weakest link in the production process (Brozzi et al., 2020):

1. High product quality due to automation and robotization of production, the absence of rejected 
products, in case of unprofitability of robotic solutions in the transition period - preventive elimination 
of defects through the digitalization of production processes.

2. High production efficiency due to accelerated automated implementation of new technological 
and production solutions.

3. High planning of future workload of enterprises, cost reduction due to optimization of resource-in-
tensive processes, planning of operating costs, use of predictive analytics.

4. The transition to horizontal integration of production processes, in which the production cycle is 
distributed among several companies that produce similar goods / services in the same production niche.

5. High flexibility of production processes, fast automated changeover leads to customization of the 
product line.

6. Full production load by minimizing equipment downtime and industrial accidents.
7. Direct interaction "product - consumer", automatic collection and machine processing of data, 

incl. marketing. Optimization of production both for the production of non-standard products with 
specified technical characteristics (personalized production), and for performing standard operations.

CPS is an infrastructural foundation that should become the basis for the implementation of the 
scenario for the development of future production. The main task of the development of cyber-physical 
systems can be called a deep interaction between the physical and digital elements of the system. Hence, 
the main technological areas that critically affect the formation of CPS are IoT / IIoT data exchange 
technologies (Klötzer and Pflaum, 2015). Information processing is provided by a whole range of tools 
from analysis based on Big Data and more complex tools of predictive analytics and Data Mining, 
focused on logical sequences that are already inaccessible to humans, to artificial intelligence with its 
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inherent self-learning methods (artificial neural networks, deep/shadow learning). The issue of includ-
ing the listed analysis technologies in CPS is debatable, they are redundant for the implementation of a 
typical technical process, but, on the other hand, change management in these processes is impossible 
without them. The executive body in the system can be a person or a machine: a machine is a robot or 
machine, here the interaction is based on M2M technologies, now such tasks are effectively solved by 
machine learning (Mishra and Tyagi, 2022). A person in CPS is redundant, although interaction with 
the digital world at this level is not difficult and is built on the basis of traditional interfaces or solutions 
VR, AR, MR (virtual, augmented, mixed reality), nevertheless, this level is no longer included in the 
CPS technosphere.

From the point of view of practice, we are talking about the integration of information and opera-
tional technologies. Integration can be carried out in two directions:

1. Business applications use technological data;
2. Technological tasks are optimized taking into account business information
One of the fundamental technologies on which the concept of Industry 4.0 is based is the Inter-

net of Things. Building an IoT system requires taking into account new specific requirements, such as 
scalability, interoperability and a new level of security. Security and privacy are the most important re-
quirements, therefore, they should be taken into account at an early stage of the requirements engineer-
ing process (Gulzar and Abbas, 2019). In addition, resource control, energy awareness and efficiency, 
quality of service, flexibility are considered as one of the important issues in requirements engineering 
(Yaqoob et al., 2019). As the number of devices increases, accounting for and meeting these require-
ments becomes more difficult.

The process of forming requirements and managing them is one of the most important stages of 
preparation, on which the success of creating and completing engineering projects depends (Ilyin and 
Ilyashenko, 2018). How accurately the requirements are formulated, and how the requirements engi-
neering process is organized, depends on the success of creating complex systems and products. Re-
quirements define the goals, constraints, necessity, functions, and prerequisites for the product to be 
developed (Ilin et al., 2018). Requirements engineering combines requirements generation and man-
agement. The first part is the collection, extraction, fixation, transformation, specification and analysis 
of requirements using various approaches, methods and notations. The second part is systematization 
(distribution) and building links between requirements using attributes. Its purpose is tracing to control 
and analyze changes. The requirements management process is part of requirements engineering and 
is divided into several parts, including the identification, discovery, documentation, analysis, tracing, 
and prioritization of requirements. It also covers requirements agreement and change management with 
notification to relevant stakeholders, is continuous, and spans the entire development project lifecycle 
(De Lucia and Qusef, 2010; Kasauli et al., 2021; Shah and Patel, 2014).

Materials and Methods 
The purpose of the study is to analyze existing information, generate ideas and conduct new research. 

The research approach is to create a theory. Data collection was carried out by collecting materials (sci-
entific articles) on the topics of Industry 4.0, cyber-physical systems and, mainly, the Internet of things. 
The data found was then analyzed and selected based on its relationship to requirements engineering 
and relevance to the current state of development of CPS and IoT technologies.

First, the Industry 4.0 paradigm has been expressed through another CPS entity that is at its core and 
has some more specific attributes that can be described. The basics of CPS were learned and then further 
decomposed into IoT technology, which has even more specific attributes related to functional require-
ments. After that, the relationship between CPS, IoT and requirements engineering was analyzed, and 
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ways to change RE within Industry 4.0 were obtained.

Results and Discussion
In order to understand the relationship between the Industry 4.0 paradigm and requirements engi-

neering, it is necessary to understand the components of Industry 4.0.
According to Drath and Horch, "Industry 4.0" can be understood as the application of the general 

concept of cyber-physical systems to industrial production systems (cyber-physical production systems) 
(Drath and Horch, 2014). A cyber-physical system is a complex system of computational and physical 
elements that constantly receives data from the environment and uses them to further optimize control 
processes. Networks and computers monitor and control physical processes, typically with feedback 
loops in which physical processes affect computations and vice versa (Alguliyev et al., 2018; Lee et al., 
2019). CPS provides a number of benefits to the industry. First, CPS allows to see the most important 
data that is generated in real time. This helps to understand critical issues and take preventive action or 
make some other important decision. Secondly, the level of automation of various processes is increased 
through the use of autonomous decision-making algorithms that can work in situations with an obvious 
solution.

There are the following predictions that represent the future of Industry 4.0 and drive the develop-
ment of CPS:

1. The communication infrastructure in production systems will be implemented everywhere.
2. Field devices, machines, plants, factories and even individual products will be connected to the 

network (Internet or private network) and will be able to store knowledge about themselves outside their 
physical body on the network.

Based on these forecasts, the most important components of CPS and the Industry 4.0 paradigm can 
be identified:

1. Physical objects (instruments, machines, plants, factories, products).
2. Tools that connect physical objects to the network.
3. Network to which physical objects are connected.
4. Virtual data models of the specified physical objects.
5. Services based on available data.
According to Camarinha-Matos et al, the Internet of Things can be considered as a subset of CPS 

(Camarinha-Matos et al., 2013). The IoT can be represented through the first three components of the 
CPS highlighted above. IoT has more specific attributes than CPS, which helps to understand its impact 
on requirements engineering (Camarinha-Matos and Katkoori, 2021). Thus, we will focus more on IoT 
in terms of results as shown in the figure below.

Fig. 1. The place of key product requirements in the Industry 4.0 paradigm
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The idea of the Internet of Things is to connect not only people and computers, but also everyday 
objects to the Internet. This can be achieved by equipping things with computing and communication 
capabilities, thus fully matching the physical world with the digital one (Yaqoob et al., 2019). IoT com-
ponents include sensors, controllers, actuators that help generate data from a physical object, process 
and transmit it, and perform appropriate actions. All these things and the network that provides commu-
nication between them form the IoT architecture. Each IoT application has its own optimal architec-
ture, but there are some basic requirements that apply to almost any project. These requirements differ 
from those considered in pure software development projects due to some new components - smart 
things (Kim et al., 2016). Thus, IoT is associated with such functional requirements as scalability, flex-
ibility, interoperability, diverse support for quality of service and, most importantly, security (Hazra et 
al., 2021).

The requirements of scalability, interoperability and security in the IoT concept can be considered as 
the main ones that can change the RE process.

The term "scalable" means managing the connectivity of a large number of network devices. The re-
quirement for scalability is important because an IoT application involves the installation of many smart 
things: sensors, controllers, actuators. These devices must be synchronized and connected to each other 
and/or to the server/cloud. The number of devices dependent on each other and using the same network 
can be huge, which can lead to performance degradation.

Interoperability ensures compatibility between different devices and networks. In the IoT paradigm, 
enabling communication between devices from different vendors is a key requirement (Aftab et al., 
2020; Kim et al., 2016). Nowadays, there are many vendors who produce and sell all kinds of smart 
things with different price, quality and features. Therefore, it is likely that businesses may use devices 
from different manufacturers (Ilin et al., 2019). This can lead to a serious issue where devices do not 
sync and communicate properly. Another problem that can lead to failure in the exchange of data be-
tween smart things is related to the network and, in particular, to the adaptation of network protocols 
that allow communication between devices (D. Borremans et al., 2018). Presetting the compatibility 
requirements with all the necessary details helps to avoid this problem.

Security is an important requirement in the IoT environment. Data generated by smart things can 
get to attackers and be used to harm a company using IoT. This situation can easily outweigh the benefits 
of the technology and force a company to stop using it. This is why the IoT architecture must be secure 
enough to prevent devices from being activated by unauthorized means. In addition, security mecha-
nisms should be lightweight, since the resources of most devices are limited (Ilin et al., 2017).

As mentioned above, these requirements can be classified as functional. Based on this fact, it is pos-
sible to conclude that the main requirements document that is changed by the IoT application is the 
Software Requirements Specification (SRS). The SRS differs from other documents in that it contains 
a very specific description of the requirements rather than a general idea of the system. In SRS, business 
analysts describe in detail the solution being created, including functional and non-functional require-
ments. Thus, when creating an IoT solution, the focus in SRS should be on scalability, interoperability, 
and security.

It has been found that the SRS document changes to meet the requirements of the IoT, but this 
change is not the only one that affects the RE. To be able to create SRS documents, business analysts 
need to understand in detail all aspects related to the most important requirements. Therefore, they 
require new knowledge and skills related to scalability, interoperability, security. To solve the problem of 
scalability, business analysts must gain knowledge in the field of systems analysis. Systems analysis can 
be viewed as a problem-solving technique that breaks down a system into its component parts in order 
to study how well these component parts work and interact to achieve their goal (Fayoumi and Williams, 
2021; Tilley, 2019). Knowledge in this area is necessary when considering a complex system with a large 
number of different components in detail. Business analysts also need to be familiar with system archi-
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tecture. The architecture of systems is closely related to all stated requirements. It allows to connect 
many smart things and make them work together, helps to integrate devices from different manufactur-
ers into one network, and makes it possible to protect data from unauthorized access.

The system architecture helps to establish relationships between all the components so that it be-
comes clear to all stakeholders how all the components of the system will function together. The prob-
lem of interoperability is mainly related to the integration of various devices into a single system. An-
other area requiring the attention of business analysts is cybersecurity. Knowledge in this area helps to 
specify the requirements so that the end system can be classified as secure enough to process and store 
data from IoT sensors.

There are challenges that arise when developing requirements for IoT solutions.
For a system with a huge number of components that can be randomly integrated into different 

systems at different times, the complexity of defining requirements, in particular security and privacy 
requirements, is a significant problem.

The main barriers to defining and analyzing IoT privacy and security are:
1. The complexity of determining the composition of the information that needs to be protected, 

determining to whom to provide / restrict access and the moment of information protection.
2. The difficulty of accurately determining the mutual influence of Internet of Things technologies 

and determining what new risks and problems this mutual influence can lead to (Sutcliffe and Sawyer, 
2013).

3. The changing nature of the environment plays an important role in dealing with IoT privacy and 
security vulnerabilities.

This study focuses mainly on IoT technology, since it is one of the key parts of Industry 4.0 and has 
the most specific attributes that change the development of requirements. Further research related to 
this topic is possible, with a focus on other key Industry 4.0 technologies such as the digital twin, deci-
sion-making algorithms, and machine learning.

At the moment, there is a lack of a sufficient amount of archival material on the topic related to the 
impact of these technologies on the requirements of the engineering field. It is also promising to discuss 
how CPS affects the collection and analysis of non-functional requirements. There are many points 
of view on how Industry 4.0, CPS and IoT relate to each other. This issue is also of interest for further 
research.

Conclusions 
The future of manufacturing is moving towards Industry 4.0. This paradigm is closely related to IoT 

technology. The use of IoT is associated with the increasing importance of functional requirements such as 
scalability, interoperability and security. This requires several changes in how requirements are developed. 
The major changes affect the documentation of the Software Requirements Specification and the skills that 
business analysts need to have in order to understand the identified requirements in detail and, as a result, give 
a consistent and complete description of the system being developed.
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