Technoeconomics. 2026, Vol. 5, No. 1 (16). Pp. 4-19.
4 TexHoskoHOMUKa. 2026, Tom 5, N2 1 (16). C. 4-19.

Scientific article
UDC 330.47
DOI: https://doi.org/10.57809/2026.5.1.16.1

REGIONAL DIGITAL INFRASTRUCTURE:
KEY ELEMENTS AND THEIR INTERRELATIONS

Alena Yakovleva ¥, Anastasia Levina
Peter the Great St. Petersburg Polytechnic University, St. Petersburg, Russia

& yakovleva.ayu@edu.spbstu.ru

Abstract. The object of this study is the digital infrastructure of the constituent entities of the
Russian Federation. The subject of the study is the structural interrelations between the elements
of digital infrastructure within the regional context. The methodological framework comprises
a systems approach to analyzing infrastructure as a multilevel phenomenon, a comparative
analysis of statistical data from the Ministry of Digital Development of the Russian Federation
for 2022—2023, and a case study method for an in-depth examination of practices in three types
of regions: a metropolitan region (Moscow), a digitalization leader (Tatarstan), and a typical
agrarian region (Kursk Oblast). The study reveals a persistent differentiation among regions
in terms of digital infrastructure development: the gap between the most and least developed
entities in network capacity reaches a factor of 4.7. Three groups of systemic problems hindering
effective interaction among infrastructure elements are identified: economic (the cost of laying
fiber-optic communication lines in rural areas reaches RUB 2.8 million/km), technological
(63% of regional information systems use foreign software), and human capital (an annual
outflow of 18.7% of IT specialists from regions). It is established that sanctions pressure has
accelerated import substitution (the share of domestic software in the public sector increased
from 35% to 65%) but has led to delays in the implementation of infrastructure projects in
40% of regions. Practical recommendations are developed for federal authorities, regional
governments, and the business community aimed at optimizing the architecture of digital
infrastructure, taking into account the specific characteristics of different types of regions. An
integrative model of regional digital infrastructure is proposed, encompassing structural, spatial,
institutional, and technological sovereignty components.

Keywords: digital infrastructure, enterprise architecture, regional development, technological
sovereignty, systems analysis, spatial economics, import substitution, human capital potential,
digital transformation

Funding: The research was supported by Russian Science Foundation grant No. 23-78-
10190, https://rscf.ru/project/23-78-10190/

Citation: Yakovleva A., Levina A. 2026. Regional Digital Infrastructure: Key Elements and Their
Interrelations. Technoeconomics 5, 1 (16), 4—19. DOI: https://doi.org/10.57809/2026.5.1.16.1

This is an open access article under the CC BY-NC 4.0 license (https://creativecommons.
org/licenses/by-nc/4.0/)

© Alena Yakovleva, Anastasia Levina, 2026. Published by Peter the Great St. Petersburg Polytechnic University


https://doi.org/10.57809/2026.5.1.16.1
https://doi.org/10.57809/2026.5.1.16.1
https://orcid.org/0000-0002-4822-6768

4 -

Hay4dHasa ctaTbs
YOK 330.47
DOI: https://doi.org/10.57809/2026.5.1.16.1

APXUTEKTYPA LUOPOBOMU UHDPACTPYKTYPbl PETUOHA:
K/TFOMEBDBIE 3JIEMEHTbI U UX BSAMMOCBA3U

AneHa filkoBnepa ¥, AHactacus JIéBMHa

CaHkT-MeTepbyprckuii NONUTEXHUYECKUI YHUBEpCUTET MeTpa Bennkoro,
CaHkT-TeTepbypr, Poccns

& yakovleva.ayu@edu.spbstu.ru

Annotamusga. OOBEKTOM MCCIIEZIOBAHUS BBICTYIaeT HudpoBas MHOPACTPyKTypa perMoHOB
Poccuiickoit ®enepanun. [IpemmeToM HMcclIeqOBaHUS SBJISIIOTCS CTPYKTYPHBIE B3aMMOCBSI3HU
MeXIy dJeMeHTaMMu LU(pPoBoii MH(PPACTPYKTYPhl B PETMOHAJbHOM KOHTEKCTe. MeTOomoJI0ru-
YeCKYI0 OCHOBY COCTaBWIM CHUCTEMHBINM ITOAXOMA K aHaau3y MHMPACTPYKTyphl KaK MHOTOYpPOB-
HEBOTO SIBJICHUSI, CPABHUTEJIbHBII aHAIM3 CTAaTUCTUYECKUX TaHHBIX MMHUCTEPCTBA LIMDPOBOTO
pazsutusa P® 3a 2022-2023 rompl, a TakKKe METON KeWc-cTaaM IJIsT YIIyOJeHHOTO W3yYeHMS
MPaKTUK TPeX TUIIOB PETMOHOB: cTosmyHoro (MockBa), tuaupymoliero B nudposusanum (Ta-
TapcTaH) W TUNWYHOTO arpapHoro perumoHa (Kypckast obnacts). B pesynbrate uccienoBaHus
BBISIBJIEHA ycTouMBas nuddepeHImranys peTMOHOB MO YPOBHIO pa3BUTHS LM(PPOBOI MHppa-
CTPYKTYphI: pa3pblB MEXIy Haumbojiee M HaMMEHee Pa3BUTbIMU CyOBbEKTaMM IO ITOKAa3aTeIio
MPOITYCKHOM CIOCOOHOCTU ceTeld mocturaeT 4,7 pasa. OmpenesieHbl TPU TPYIIIbI CUCTEMHBIX
MpooJIeM, TPEMATCTBYIOMIMX 3G (MEKTUBHOMY B3aMMOACHCTBUIO 3JIEMEHTOB WMH(MPACTPYKTYPHI:
SKOHOMUYecKHe (cTomMocTh Tpoknankn BOJIC B celmbCKoil MECTHOCTH ITOCTHTaeT 2,8 MITH
py0./KM), TexHoJoruueckue (63% pernoHaabHbIX MHOOPMALIMOHHBIX CUCTEM MCIIOIB3YIOT MHO-
crpanHoe [10) u kanposbie (exeroaHbiii oTToK 18,7% IT-cneunanncToB U3 PErMOHOB). YcTa-
HOBJICHO, YTO CAHKIMOHHOE AaBJCHHE YCKOPWJIO MMIIOpTO3aMellleHue (I10JIs1 OTeYeCTBEHHOIO
ITO B roccekrope Bbipocia ¢ 35% mo 65%), HO MpMBEIO K 3aiepXKaM B pealud3allud WH-
(pacTpykTypHBIX MPoeKTOB B 40% pernoHoB. Pa3paboTaHbl MPaKTUYECKUE PEKOMEHAALIMH IS
(bemepanbHOTO 1IEHTPA, PETMOHAIBHBIX OPTAaHOB BJIACTU M OM3HEC-COO0O0IIEeCTBa, HalpaBIeHHbIE
Ha ONTUMU3ALINIO apXUTEKTYPhl IM(MPOBON MHMPACTPYKTYPHI C YUETOM CITEIM(MUKYN Pa3TUuIHbBIX
TUTOB peruoHoB. [IpenyioxeHa NHTErpaTUBHASI MOJIETb PETMOHATBHON 1TM(bPOBOY MH(DPACTPYK-
TYPbI, BKJIIOUYAIOLLAsl CTPYKTYPHBIA, MPOCTPAHCTBEHHbIN, MHCTUTYLIMOHAIbHBIA KOMIIOHEHTHI 1
KOMITOHEHT TeXHOJIOTMYECKOI'O CYyBEpEHUTETA.
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Introduction

The current development of digital infrastructure in Russian regions represents a complex
and multidimensional process requiring comprehensive scientific inquiry. In the context of
the active digital transformation of all spheres of public life, initiated by the national program
"Digital Economy of the Russian Federation," the issues of forming an effective architecture
of regional digital infrastructure have acquired particular relevance. The state program adopted
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in 2017 set the vector for the country's technological development (Decree No. 1632-r of July
28, 2017). However, as monitoring data from the Ministry of Digital Development, Commu-
nications and Mass Media of the Russian Federation for 2023 indicate, the implementation of
digital transformation across various constituent entities of the federation is characterized by
extreme unevenness (Ministry of Digital Development, Communications, and Mass Media of
the Russian Federation, 2024).

A persistent differentiation is observed between the metropolitan region, individual leading
regions (Tatarstan, Bashkortostan, Novosibirsk Oblast), and a significant number of entities
demonstrating a lag in digital development. This lag is particularly noticeable in agrarian and
remote regions, where the digitalization process encounters a range of economic, technolog-
ical, and human capital constraints. The situation has intensified following the imposition of
sanctions in 2022, which have significantly affected key aspects of digital infrastructure devel-
opment, including the availability of telecommunications equipment, the usability of cloud
platforms, and the provision of qualified personnel.

In the scientific literature, the problem of regional digital infrastructure is examined from var-
ious methodological positions. The technocratic approach focuses on the technical parameters
of infrastructure — network bandwidth, the number of data processing centers (Ivanov, 2020;
Petrov, 2021). The institutional approach studies the role of the regulatory framework and
government programs in shaping the digital landscape of regions (Smirnova, 2022). The eco-
nomic-geographical direction analyzes the spatial distribution of digital resources across the
country (Fedorova, 2023). In the foreign literature, issues of regional digital infrastructure are
actively developed within the context of "smart city" theories, digital inequality, and technolog-
ical sovereignty (Van Deursen, 2023; Mazzucato M., 2024). However, comprehensive studies
examining digital infrastructure architecture as a system of interrelated elements under the new
economic realities remain insufficiently represented in scientific discourse.

The aim of this study is to identify the structural interrelations between the key elements
of digital infrastructure in Russian regions and to develop practical recommendations for its
optimization. To achieve this aim, the following tasks are addressed: analysis of the regulatory
framework governing digital infrastructure at the regional level; identification of the key com-
ponents of its architecture; investigation of the features of interaction among infrastructure
elements in different types of regions; assessment of the influence of external factors, including
sanctions pressure and import substitution processes; and development of practical recommen-
dations for improving the regional digital architecture.

The object of this study is the digital infrastructure of the constituent entities of the Russian
Federation; the subject of the study is the interrelations between the elements of this infrastruc-
ture within the regional context. The methodological framework of the work comprises com-
parative analysis for comparing the level of infrastructure development across different regions,
a systems approach for examining interrelations between components, statistical methods for
processing data from Rosstat and the Ministry of Digital Development, as well as a case study
method for in-depth analysis of practices in individual regions.

The empirical base of the study includes official statistical data (Rosstat, Ministry of Digital
Development), regional digital development programs, reports from telecommunications com-
panies, and results of national project implementation monitoring (Ministry of Digital Devel-
opment, Communications, and Mass Media of the Russian Federation, 2024; Rosstat, 2023a;
Rosstat, 2023b). The scientific novelty of the work lies in a comprehensive analysis of digital
infrastructure architecture taking into account new economic conditions, the development of a
typology of regions based on the nature of interrelations between infrastructure elements, and
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the identification of the specific impact of sanctions on its various components.

Theoretical foundations of the study

Contemporary research on regional digital infrastructure requires a comprehensive theo-
retical synthesis integrating the advances of systems analysis, institutional theory, spatial eco-
nomics, and the concept of technological sovereignty. These theoretical directions form the
methodological basis for studying digital infrastructure as a complex, multilevel phenomenon
possessing material-technical, organizational, and spatial dimensions.

Within the framework of the systems approach, originating from L. von Bertalanffy's general
systems theory, regional digital infrastructure is examined as a complex adaptive system char-
acterized by scalability, interoperability, and fault tolerance (Bertalanffy, 1968). The physical
level of this system includes the material-technical base, represented by telecommunications
networks (fiber-optic communication lines, 4G/5G wireless networks), data processing centers,
and sensor networks of the Internet of Things. A characteristic feature of Russian infrastructure
is the high degree of centralization — 68% of backbone communication channels pass through
the Moscow region, and more than 50% of all Russian data processing centers (DPCs) are con-
centrated in Moscow and Moscow Oblast (Ministry of Digital Development, Communications,
and Mass Media of the Russian Federation. 2024). Many regional DPCs face power supply and
cooling problems, which limits their capacity and reliability.

The software-algorithmic level integrates platform solutions and services that ensure the
functioning of digital infrastructure. Russian regions utilize both international (TCP/IP, GSM)
and domestic standards (T-Crypto, Aurora OS), which creates integration problems (Okunlola
and Levina, 2025). The key elements of this level are government platforms ("Gostech,” "Go-
suslugi,” GIS Housing and Utilities), as well as regional solutions, such as Tatarstan's "Digital
Citizen" platform or the Bashkir system "Electronic Bashkortostan" (Ministry of Digital Devel-
opment of the Republic of Tatarstan, 2024).

The organizational-managerial level includes the regulatory framework and coordination
models. Russia is dominated by a centralized model of digital infrastructure management (85%
of regions), where the Ministry of Digital Development plays a key role, developing strategic
documents and standards (Levina and Galanova, 2022). The regulatory framework includes
Federal Laws No. 149-FZ and No. 187-FZ, as well as the "Digital Transformation of Regions"
Strategy for 2024—2030, with a particular emphasis on data localization requirements (Federal
Law of July 27, 2006 No. 149-FZ; Federal Law of July 26, 2017 No. 187-FZ).

Spatial Aspects of Digital Development

The theory of spatial economics acquires new relevance in the context of regional digital
development. Analysis of the spatial distribution of digital assets reveals three key effects, de-
scribed in the works of A.G. Granberg and M. Porter (Granberg, 2018; Porter, 2020):

1. effect of digital agglomeration, manifested in the concentration of 68% of all data process-
ing centers in the country and 75% of IT specialists in Moscow and St. Petersburg. This effect
is explained by the mechanisms of cumulative causality, whereby the presence of developed
infrastructure attracts new investments and qualified personnel, which, in turn, reinforces the
initial advantage.

2. effect of digital peripheral development, which enables remote territories (e.g., the Altai
Republic) to partially compensate for geographic isolation through digital technologies. The
network structure of contemporary society creates fundamentally new opportunities for periph-
eral territories, reducing the significance of physical proximity to centers.

3. effect of digital inequality, whereby the gap between the most and least developed regions
in terms of network capacity reaches a factor of 4.7. Van Deursen and Helsper distinguish three
levels of digital inequality: access to infrastructure, usage skills, and the actual outcomes of
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applying digital technologies (Van Deursen and Helsper, 2023).

Institutional Aspects of Digitalization

The institutional approach, developed in the works of D. North, A.E. Shastitko, and G.B.
Kleiner, enables the analysis of formal and informal rules governing the development of digital
infrastructure (North, 1990; Shastitko, 2022; Kleiner, 2022). The Russian institutional environ-
ment is characterized by three key features.

1. a high degree of centralized regulation: 85% of regulatory acts in the sphere of digitali-
zation are adopted at the federal level. This creates an effect of "institutional monocentrism,"
whereby regions have limited opportunities to adapt general rules to local conditions;

2. the dominance of vertical over horizontal linkages. In contrast to Western models, where
horizontal interactions among regional stakeholders play a key role, Russian practice is domi-
nated by vertical "center-region” linkages;

3. presence of institutional traps, including outdated equipment certification norms and a
mismatch between formal rules and the actual practices of their application. In the regions,
three models of institutional design can be distinguished: a rigid model (Tatarstan, Moscow),
based on detailed regulation and active state participation; a flexible model (Kaliningrad Oblast),
oriented toward experimentation and the adaptation of best practices; and a passive model,
characteristic of the majority of regions, where institutional development is reactive in nature.

Technological Sovereignty

The concept of technological sovereignty acquires particular relevance under current con-
ditions. In the works of M. Mazzucato, R.H. Weber, and B.N. Kuzyk, three key aspects of
implementing technological sovereignty are identified (Mazzucato, 2024; Weber, 2024; Kuzyk
and Yakovets, 2023):

1. import substitution of critical technologies. According to data from the Audit Chamber,
during 2022—2023 the share of Russian software in the public sector increased from 35% to
65% (Accounts Chamber of the Russian Federation, 2023). However, in the hardware segment,
dependence on imports remains high: up to 80% of telecommunications equipment is of foreign
origin.

2. formation of closed technological cycles. As Kazantsev notes, creating a full cycle from
fundamental research to serial production of critically important components requires long-
term investments and coordination of efforts between the state and business (Kazantsev, 2022).

3. development of competencies. Only 15% of regions (Moscow, Tatarstan, Novosibirsk
Oblast) possess the necessary scientific and technical potential for the independent development
of critical technologies (HSE University, 2023). The remaining regions are forced to rely on
external sources of innovation, which creates risks for technological security.

Integrative Model

The synthesis of the mentioned approaches allows authors to propose an integrative model
of regional digital infrastructure, comprising four interrelated components:

— Structural component — physical (telecommunications networks, DPCs), software (plat-
forms, services), and organizational elements (governance institutions);

— Spatial component — territorial distribution of elements, the nature of their concentration
or dispersion, network interactions between regional nodes;

— Institutional component — formal and informal norms regulating the creation and func-
tioning of infrastructure, coordination mechanisms among participants;

— Sovereignty component — the level of technological independence, the capacity for au-
tonomous development and reproduction of critical technologies.

The effectiveness of digital infrastructure architecture is determined by the balance be-
tween standardization, which ensures compatibility of elements, and flexibility, which allows
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adaptation to the specific conditions of a given region. As research by Henshel and Sample
demonstrates, the search for this balance is a key challenge for all countries undergoing digital
transformation (Henshel and Sample, 2024).

Research Methodology

For a comprehensive analysis of digital infrastructure architecture in the regions of Russia,
a multilevel methodology combining quantitative and qualitative research methods was devel-
oped. The methodology is based on a systems approach, which allows digital infrastructure to
be examined as a holistic object of study consisting of interrelated elements.

The quantitative analysis was based on statistical data from the Ministry of Digital Develop-
ment of the Russian Federation for 2022—2023, including:

— Indicators of telecommunications infrastructure development (network coverage, number
of base stations);

— Parameters of computing infrastructure development (number and class of data processing
centers);

— Indicators of digital service usage (share of citizens using e-government services; number
of organizations using cloud services).

The qualitative analysis included:

— Content analysis of regional digital transformation programs (strategies of 25 regions were
analyzed);

— Expert interviews with representatives of I'T departments from 15 regions;

— Case studies of successful digitalization practices exemplified by three regions: Moscow,
Tatarstan, and Kursk Oblast.

The selection of regions for in-depth analysis is determined by the need to represent three
distinct types: a capital metropolis with maximum resource concentration (Moscow), a region
that has developed its own model of digital development (Tatarstan), and a typical agrarian
region with limited resources (Kursk Oblast) (Nefedova, 2022).

Comparative Analysis of Digital Infrastructure Development in Russian Regions

A comparative analysis of digital infrastructure in three types of Russian regions (a metro-
politan region — Moscow, a leading region — Tatarstan, and a typical agrarian region — Kursk
Oblast) revealed significant differences in the level and nature of digital technology develop-
ment.

Moscow demonstrates the most developed digital infrastructure. 5G network coverage reach-
es 82% of the city's territory (MTS, 2023). The capital is home to more than 54 data processing
centers, including 12 Tier III facilities that meet international reliability standards (iKS-Con-
sulting, 2023). The development of digital services in Moscow is moving toward the creation of
integrated solutions, such as "smart" transportation systems and electronic healthcare (EMIAS).
According to the Moscow Department of Information Technologies, the degree of digitalization
of urban services exceeds 93%, which is one of the best indicators in the world for megacities
(Moscow Department of Information Technology, 2024). Of particular note is the Moscow
platform "Electronic Home," which unites more than 2 million users and provides a wide range
of services for managing apartment buildings (Sheleyko and Krestnikova, 2024).

The Republic of Tatarstan represents an example of a successful regional digitalization hub.
5G coverage here reaches 38% of the territory, concentrated primarily in Kazan and industrial
zones (MTS, 2024). A distinctive feature of the region is the creation of the IT cluster in In-
nopolis, which houses more than 11 modern data processing centers (iKS-Consulting, 2023).
Innopolis, built from scratch as a city for IT specialists, includes a special economic zone,
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a university, and a technopark, creating a unique ecosystem for the development of digital
technologies. Tatarstan is actively developing its own digital solutions. The "Smart Innopolis"
platform integrates urban management, transportation, and housing and utilities systems, pro-
viding centralized monitoring and management of all city processes (Ilin, 2022). The republican
"Electronic Education” system covers all schools in the region and provides access to digital
educational resources for more than 400,000 students. According to a report from the Ministry
of Digital Development of Tatarstan, the region ranks among the top five constituent entities of
the Russian Federation in terms of digital maturity, second only to Moscow and St. Petersburg
(Ministry of Digital Development of the Republic of Tatarstan, 2024).

Kursk Oblast, as a typical agrarian region, demonstrates significantly more modest indi-
cators. 5G coverage is limited to 4.7% of the territory — primarily in district centers (MTS,
2023). The infrastructure is represented by two government-owned data processing centers of
basic level, whose capacity and reliability are significantly inferior to their capital counterparts
(iKS-Consulting, 2023). Digital services are predominantly mandatory (e-government services),
and their functionality is substantially limited compared to capital analogues. According to ex-
pert estimates, the situation in Kursk Oblast is characteristic of the majority of agrarian regions
in Central Russia (Nefedova 2022). The absence of large IT companies, the low level of digital
literacy among the population, and limited budget resources create a vicious circle: without
infrastructure development, attracting investment and personnel is impossible, and without in-
vestment and personnel, infrastructure development is impossible.

Table 1 presents comparative indicators of digital development for the three analyzed regions.

Table 1. Comparative Analysis of Regional Digital Infrastructure.

Indicator Moscow Tatarstan Kursk region
5G coverage, % of territory 82 38 4,7
Number of data centers 54 11 2
Data centers Tier 111 12 0 0
Percentage of digital government services, % 93 78 41
Number of IT specialists per 1000 inhabitants 42 18 3,2
s | S |

Sources: collected by the authors based on (Ministry of Digital Development, Communi-
cations, and Mass Media of the Russian Federation, 2024; Ministry of Digital Development
of the Republic of Tatarstan, 2024; MTS, 2023; iKS-Consulting, 2023; Moscow Department
of Information Technology, 2024)

Analysis of Problems in the Interrelations of Digital Infrastructure Elements

The study identified three key groups of problems hindering the effective interaction of dig-
ital infrastructure elements in Russian regions.

Economic problems manifest most acutely in the development of physical infrastructure.
The cost of laying fiber-optic communication lines in rural areas reaches 2.8 million rubles per
kilometer, which is 4-5 times higher than in urban conditions (Rosstat, 2023b). This creates
significant barriers to ensuring equal access to digital services across the entire territory of the
regions. The budgetary capacities of the majority of constituent entities of the federation do
not allow them to compensate for these costs, leading to an intensification of digital inequality.

An additional economic factor is the low commercial profitability of infrastructure projects
in rural areas. Given low population density and limited solvency of demand, the payback pe-
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riod for investments in telecommunications infrastructure can reach 15-20 years, making such
projects unattractive to private investors without state support.

Technological problems are associated with high dependence on foreign software, particu-
larly in the public sector. According to the Audit Chamber, 63% of critically important infor-
mation systems of regional authorities use foreign platforms (Oracle, SAP, IBM) (Accounts
Chamber of the Russian Federation, 2023). This creates risks for the resilience of digital in-
frastructure under sanctions pressure. Furthermore, there is insufficient compatibility between
different regional digital platforms: according to the Ministry of Digital Development, 42% of
regional information systems are incompatible with one another, complicating the creation of
a unified information space.

The problem is exacerbated by the absence of unified standards in the development of re-
gional digital solutions. Many regions create their own platforms "from scratch," without using
existing developments, which leads to duplication of effort and incompatibility of solutions.

Human capital problems manifest in the persistent outflow of IT specialists from regions to
Moscow and abroad. According to a study by the Higher School of Economics, the annual mi-
gration of qualified programmers from regions to the capital amounts to approximately 18.7%
of the total number of specialists (Kazantsev, 2022). This problem is particularly acute in rural
regions, where conditions for professional growth and development of IT specialists are absent:
low wage levels, absence of large I'T companies, and limited opportunities for advanced training.

According to the Ministry of Labor, 83% of regions experience a shortage of qualified per-
sonnel in the IT sector, with the situation assessed as critical in 45% of regions (Ministry of
Labor and Social Protection of the Russian Federation, 2023). This leads to the inability to fully
maintain and develop regional digital infrastructure, creating a vicious circle: without qualified
personnel, infrastructure development is impossible, and without developed infrastructure, re-
taining qualified personnel is impossible.

Impact of Sanctions Pressure on Digital Infrastructure Development

An analysis of the consequences of sanctions pressure in 2022-2023 revealed both positive
and negative effects for the development of digital infrastructure in Russian regions.

Among the positive effects, the acceleration of import substitution processes in the software
sphere should be noted. According to the Association of Software Product Developers "Do-
mestic Software," the share of Russian software in the public sector has grown from 35% to
65% over the past two years (Association of Software Developers "Domestic Software”, 2024).
Domestic analogues of database management systems (PostgreSQL instead of Oracle, Red Da-
tabase DBMS), virtualization systems (zVirt, Brest Software Package), and platform solutions
(Gostech, 1C) are being actively implemented (TAdviser, 2024).

In the hardware segment, the development of Russian manufacturers of server equipment
(YADRO, Aquarius, Akvarius), data storage systems (YADRO, Aerodisk), and telecommuni-
cations equipment (Eltex, Bulat) is being observed (CNews, 2024). According to the Ministry
of Industry and Trade, during 2022-2023 the share of domestic telecommunications equipment
on the Russian market grew from 25% to 35% (Ministry of Industry and Trade of the Russian
Federation, 2024).

However, sanctions have also caused serious negative consequences. The most acute prob-
lem has become the shortage of electronic components for telecommunications equipment. As
experts note, this has led to delays in the implementation of projects to expand network infra-
structure in 40% of regions. Plans for the deployment of 5G networks have been particularly
affected — according to estimates from the Ministry of Digital Development, their implemen-
tation may be delayed by 2-3 years (Ministry of Digital Development, Communications, and
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Mass Media of the Russian Federation, 2023).

Another negative effect has been the reduced access to international cloud platforms and
services (AWS, Microsoft Azure, Google Cloud). This has created additional difficulties for
regions that actively used foreign cloud solutions for data storage and processing, big data ana-
lytics, and machine learning. According to monitoring data, 60% of regions faced the need for
emergency migration of data and services to domestic platforms (SberCloud, Yandex.Cloud,
Cloud.ru), which required additional resource and time expenditures.

The discontinuation of support for foreign software has created information security risks:
the absence of updates and security patches makes systems vulnerable to new types of attacks.
According to the Federal Service for Technical and Export Control (FSTEC), the number of
successful cyberattacks on regional information systems increased by 35% in 2022-2023 (FS-
TEC of Russia, 2024).

The conducted analysis shows that the current state of digital infrastructure in Russian re-
gions is characterized by significant differentiation in the level of development, the presence of
systemic problems in the interrelations of elements, and complex adaptation to new geopoliti-
cal conditions. These factors must be taken into account when developing digital development
strategies at the regional level.

Recommendations for optimizing the architecture of regional digital infrastructure

Based on the conducted comprehensive study, a number of recommendations aimed at im-
proving the architecture of digital infrastructure in Russian regions have been formulated. The
proposed measures address the systemic problems identified during the analysis and are aimed
at creating a balanced model of digital development adapted to contemporary challenges.

Recommendations for the Federal Center

For the federal center, the primary task should be the creation of a differentiated support
system for regional digital infrastructure. Empirical evidence indicates the need for targeted
subsidization of telecommunications network development in rural regions, where the cost of
laying fiber-optic communication lines reaches RUB 2.8 million/km (Rosstat, 2023b). It is ad-
visable to implement financing through public-private partnership mechanisms, with mandatory
co-financing from the regions amounting to no less than 30% of the total investment volume.

Particular attention should be paid to supporting domestic technological solutions, including
the development of a specialized technological patronage program, within the framework of
which large state corporations (Rosatom, Rostec, Russian Railways) will provide methodolog-
ical and technical support to regions in the construction and modernization of data processing
centers. Statistics from recent years show that such measures make it possible to increase the
share of Russian equipment in regional DPCs by 25—30% within three years (CNews, 2024).

An important element of federal policy should be the development of a unified standard
"Digital Infrastructure of the Region," which establishes (ISO/IEC 27001:2022):

— Basic requirements for platform compatibility (API, data formats);

— Information security parameters (cryptographic protection, protection against unauthor-
ized access);

— Minimum provision standards (access speed, availability of DPCs, staffing levels).

It is also necessary to create a federal program for the training and retraining of personnel
for the regional digital economy, providing for targeted education of students from regions with
an obligation for subsequent employment in regional IT companies and government bodies
(Decree of the President of the Russian Federation of May 9, 2017 No. 203).

Recommendations for Regional Authorities

Regional authorities are advised to focus on developing human capital potential and im-
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proving digital infrastructure management. An analysis of successful cases (Tatarstan, Moscow)
demonstrates the effectiveness of a three-level system of IT education, including (Ministry of
Digital Development of the Republic of Tatarstan, 2024; Moscow Department of Information
Technology, 2024):

— Basic training in schools (computer science lessons, programming electives);

— Vocational education in colleges (training of technicians, network specialists);

— Specialized programs at universities (bachelor's and master's degree programs in IT fields).

Of particular importance is the creation of a system of "digital internships" that allows IT
students to gain practical work experience in regional government bodies and IT companies.
The experience of leading regions shows that such programs make it possible to retain young
specialists locally, reducing their outflow to metropolitan agglomerations by 15—20%.

No less important is the development of comprehensive digital development strategies that
take into account the specific characteristics of each constituent entity of the federation. Such
strategies should include:

— Plans for the development of physical infrastructure (communications, DPCs, sensor
networks);

— Programs for the digitalization of state and municipal services;

— A system of performance evaluation indicators with specific target values;

— Mechanisms for monitoring and adjustment.

The creation of regional competence centers for digital transformation will make it possible
to consolidate available resources and provide methodological support for local digital projects.
The functions of such centers should include:

— Accumulation of best practices in digitalization;

— Consulting support for municipalities;

— Coordination of interaction with federal structures;

— Organization of training and professional development.

Recommendations for the Business Community

For the business community, the key direction of interaction with regional authorities should
be the development of a dual education system and participation in the creation of IT clusters.
The practice of leading technology companies (Yandex, Sber, 1C) shows that joint development
of educational programs with universities and the organization of basic departments at enter-
prises increases the quality of specialist training by 30-35%.

Investing in the creation and adaptation of Russian IT solutions for regional needs is a
promising area of development, especially in the context of import substitution. Statistics from
the last two years record an annual increase in demand for specialized software for municipal
management and industry-specific digital platforms (agriculture, housing and utilities, trans-
portation) of 40-45%.

Business participation in the implementation of infrastructure projects through public-pri-
vate partnership mechanisms can become a catalyst for regional digital development, particu-
larly in the construction of DPCs and the development of telecommunications networks. The
PPP model allows for:

— Attracting private investment given limited budget funds;

— Ensuring professional management of created facilities;

— Sharing risks between the state and business;

— Ensuring higher quality and efficiency of project implementation.

Ways for Development

A promising direction for the development of regional digital infrastructure is the formation
of distributed digital ecosystems that unite the resources of several constituent entities of the
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federation. This approach makes it possible to overcome limitations associated with the uneven
distribution of digital assets and creates conditions for more efficient use of available resources.

The experience of creating interregional data processing centers (for example, the SberCloud
project with distributed capacities in several regions) demonstrates an increase in the reliability
of information systems by 25-30% while simultaneously reducing operating costs by 15-20%
(Sberbank, 2024).

The development of standards for regional "digital sovereignty" acquires particular relevance
in current geopolitical conditions and should take into account (Weber, 2024; Kuzyk and Yak-
ovets, 2023):

— Technological aspects (the share of domestic software and equipment in critical systems);

— Requirements for staffing (the availability of specialists capable of maintaining and devel-
oping infrastructure);

— Organizational mechanisms (the ability to make autonomous decisions under conditions
of external constraints).

The implementation of a monitoring system based on big data technologies and artificial
intelligence will enable predictive management of digital infrastructure development and timely
adjustment of regional digital transformation programs. The use of machine learning methods
for analyzing large datasets on infrastructure functioning makes it possible to:

— Predict bottlenecks and potential failures;

— Optimize resource allocation;

— Identify the most effective practices for their replication.

The implementation of the proposed recommendations requires coordinated actions from all
interested parties — federal and regional authorities, the business community, educational and
scientific organizations. An integrated approach to optimizing digital infrastructure architec-
ture, taking into account the specific characteristics of different types of regions, will make it
possible to overcome existing disparities and create conditions for sustainable digital develop-
ment of all constituent entities of the Russian Federation.

Of particular importance is the development of mechanisms for assessing the effectiveness of
the proposed measures, which will allow timely adjustment of digital transformation strategies
in light of changing technological and economic conditions. As an assessment tool, a modified
balanced scorecard can be used, including:

— Financial indicators (investment volume, budgetary efficiency);

— Infrastructure development indicators (coverage, capacity, reliability);

— Social indicators (accessibility of digital services, digital literacy of the population);

— Technological sovereignty indicators (share of domestic solutions).

Conclusion

The conducted study of digital infrastructure architecture in the regions of Russia allows us
to formulate a number of fundamental conclusions that are of significant importance for the
development of digital transformation strategies.

First, the analysis of empirical data has revealed a persistent unevenness in the level of dig-
ital infrastructure development across regions, which manifests across all key parameters: from
telecommunications network density to the degree of digitalization of public services. The most
significant gap is observed between metropolitan agglomerations, where the level of digitaliza-
tion meets global standards, and rural regions, where basic digital services remain inaccessible to
a significant portion of the population. The gap between the most and least developed regions
in terms of network capacity reaches a factor of 4.7.

Second, the main systemic problems hindering the uniform development of digital infra-
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structure include chronic underfunding of digital transformation projects in the majority of con-
stituent entities of the federation, an acute shortage of qualified personnel (an annual outflow
of 18.7% of IT specialists from regions), and persistent dependence on foreign technological
solutions (63% of regional information systems use foreign software). As the study has shown,
these problems are interrelated and require an integrated approach to their resolution.

Third, the current geopolitical situation lends particular urgency to these challenges, as it
has simultaneously accelerated import substitution processes (the share of domestic software
in the public sector increased from 35% to 65%) and created additional difficulties in terms of
regional technological development (component shortages, project implementation delays in
40% of regions).

Fourth, the proposed integrative model of regional digital infrastructure, comprising struc-
tural, spatial, institutional, and technological sovereignty components, allows for a systematic
approach to problem analysis and solution development. The effectiveness of digital infrastruc-
ture architecture is determined by the balance between standardization, which ensures compat-
ibility of elements, and flexibility, which allows adaptation to the specific conditions of a given
region.

Fifth, the developed recommendations for the federal center, regional authorities, and the
business community take into account the identified problems and the specific characteristics of
different types of regions. Their implementation requires coordinated actions from all interested
parties and can contribute to overcoming existing disparities.

Prospects for further research are related to an in-depth analysis of mechanisms for inter-
regional cooperation in the sphere of digital infrastructure, the development of methods for
assessing the effectiveness of investments in digital development taking into account regional
specifics, as well as the study of possibilities for applying artificial intelligence technologies for
predictive management of regional digital infrastructure. Particular attention should be paid to
analyzing the impact of digital transformation on the socio-economic development of regions
and developing methods for the quantitative assessment of this impact.
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